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1. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

IIM.02 OPTAHM3AIIUA CETEBOI'O A/IMUHUCTPUPOBAHMUSA

1.1. Heab ¥ muianupyemble pe3yJbTaThl 0CBOeHHSI NPO(ecCHOHATIBLHOTO MOXYJIS

B pesynbrate n3ydeHuss mpopecCHOHATBHOTO MOIYJSl CTYJACHT JOJKEH OCBOUTH OCHOBHOU BH]T
nesitenibHOCTH OpraHusaiysi CeTeBOro aMHUHHCTPUPOBAHUS U COOTBETCTBYIOIIME €My o0Iiue
KOMIIETCHIIMH U TPO(HECCUOHATTbHBIC KOMIIETCHITUHN

1.1.1. Ilepedenp OOIIMX KOMIICTCHITHI

Kon

HaumenoBanue o0MX KOMIeTEH NI

OK 01.

Bribupate crocoObl perieHust 3aad npopecCuoHaIbHON AEATEIbHOCTH TPUMEHH-
TEJIbHO K Pa3IU4YHbIM KOHTEKCTaM

OK 02.

Hcnonb3oBaTh COBpEMEHHBIE CPEICTBA MMOMCKA, aHATU3a U UHTEpIIpeTauu HHHOp-
Mallud U UHPOPMAIIMOHHBIC TEXHOJIOTHH IS BBIMOJTHEHUS 3a7a4 MPOoPEeCCHOHAb-
HOU AeATEIbHOCTHU

OK 03.

[InaHupoBaTh W peaaM30BBIBATH COOCTBEHHOE MPO(ECCHOHATBHOE M JIMYHOCTHOE
pa3BUTHE, PEANPHHAMATEIBCKYIO ACATEIBHOCTD B MPO(ecCHOHAIBHON cdepe, uc-
0JIb30BaTh 3HAHUS 110 (PMHAHCOBOW MPAMOTHOCTH B PA3JIMYHBIX KU3HCHHBIX CUTY-
alusax

OK 04.

3(1)(1)6KTI/IBHO B3aUMOJCHCTBOBATh U pa60TaTB B KOJUICKTHBEC 1 KOMaHAC

OK 05.

OcCyHIeCTBIISITh YCTHYIO U MUCHbMEHHYI0 KOMMYHHKAIIUIO HA TOCYJaPCTBEHHOM SI3bI-
ke Poccuiickoit @enepanuu ¢ yueTroMm 0COOEHHOCTEH COLMATBHOTO U KYJIbTYPHOTO
KOHTEKCTa

OK 06.

IIposBAATE IpaXkAAHCKO-NATPUOTUYECKYIO IO3ULUIO, JEMOHCTPUPOBATH OCO3HAH-
HOE TIOBEJIEHUE HAa OCHOBE TPAJUIMOHHBIX OOIIEYEIOBEYECKUX LIEHHOCTEH, B TOM
YHUCJIE C Y4ETOM FapMOHHM3ALMA MEXHAIUOHAIBHBIX U MEKPEIUTHO3HBIX OTHOLLIE-
HUW, TPUMEHSATh CTAaHAAPThl aHTUKOPPYNIIMOHHOTO MOBEICHUS

OK 07.

ConeiicTBOBaTh COXPAHEHUIO OKPYKAIOIIEH CPeIbl, pecypcocOepexeHnto, IpuMe-
HATh 3HAHUS 00 M3MEHEHUH KJIMMaTa, MPUHIMIIEI OepeKIMBOT0O MPOU3BOICTBA, (-
(EKTHUBHO JIEHCTBOBATH B UPE3BBIYAWHBIX CUTYAITUSIX

OK 08.

Hcnonb3oBath cpeacTBa (U3MYECKON KyIbTYPHI IJIi COXPAHEHUS U YKpEIJIeHUS
3/10pOBbs B Ipoliecce TpodhecCHOHANBHON eATeNbHOCTH U MOJAepKaHUsI HE00XO-
JMMOT'0 YPOBHS (PM3UYECKOM MMOATOTOBICHHOCTH

OK 09.

[Tonp3oBaTbest MpodeccoHanbHON JOKyMEHTAIlMeH Ha TOCYJapCTBEHHOM U HHO-
CTPaHHOM SI3bIKaX

1.1.2. [Tepevyens mpodeccHOHATBHBIX KOMIIETSHITUN

Kon HanMeHOBaHMe BUAOB 1eSITEJbHOCTH U NPO(eCCHOHATBHBIX KOMIIETEHIIHI
I1K 2.1 ATMUHUCTPUPOBATH JIOKAJIBHBIE BBIYUCIUTEIBHBIE CETH M IPUHMMATh MEpBI IO
YCTPaHEHHIO BO3MOXHBIX COOEB.
11K 2.2 AZIMUHUCTPUPOBATH CETEBBIE pecypchl B MHPOPMAIIMOHHBIX CHCTEMaX.
I1K 2.3 O6ecnieunBaTh COOp MAHHBIX JUISI aHAIM3a HWCIOIB30BaHUS M (DYHKIIMOHUPOBAHUS
[TPOrpaMMHO-TEXHUYECKHUX CPEICTB KOMIBIOTEPHBIX CETEH
[1K 2.4 B3anMo1eficTBOBaTh CO CIEIMATUCTaMU CMEKHOTo NMpoduis mpu pa3paboTke MeTo-

1TOB, CPEACTB M TEXHOJOIMM MpUMEHEHUs 00BbEKTOB MpodeccruoHaIbHON e TeIbHO-

CTH.




1.1.3. B pe3ynabTare ocBoeHHs TPO(PECCHOHATEHOTO MOIYJIS CTYIEHT JOJIKEH:

NmeTh pakTU4YECKUil OMBIT B

YCTaHOBKE, HACTPOWKE M CONPOBOXKAECHHH, KOHTPOJIE HCIIOJIb-
30BaHUs cepBepa U pabodYMX CTaHIMH 11t Oe30MacHo mepeaa-
4y HHPOpPMALIUH.

yMETh aJIMUHUCTPUPOBATH JIOKAJIbHBIE BEIYUCIUTEIbHBIE CETH;
MPUHUMATH MEPBI TI0 YCTPAHEHUIO BO3MOXKHBIX COOEB;
o0OecrieunBaTh 3alUTy NPU NOJKIIOYECHUH K HHPOPMAITMOHHO-
TEJICKOMMYHUKaIIMOHHOU ceTH "MHTepHet".

3HATh OCHOBHbIE HaIIPaBJICHUS aJMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX

CeTel;

YTHIUTHI, QYHKIUY, YAAJIEHHOE YIIPABICHUE CEPBEPOM;
TEXHOJIOTHIO O€30MacCHOCTH, MPOTOKOJIOB aBTOPU3AIMH, KOH-
(buIeHIMaTBFHOCTH U 0€30MaCHOCTH MpH paboTe C CETEeBBIMU
pecypcami.

1.2. KoanuecTBO YacoB, OTBOAMMOEC HA 0CBOCHHUE HpO(l)CCCI/IOHaJIbHOFO MOAYJIsA

Bcero wacos 754

W3 Hux Ha ocoenne MJIK. 02.01 - 242
Ha ocBoenue MJIK. 02.02 - 78
Ha ocBoeHre MJIK. 02.03 - 128

Ha MPaKTHKH, B TOM uncie yueOHyto 144  u npousBoacTBeHHyo 144

KpanmuukanmoHHblif s5x3amMeH — 18




2. CTpyKTypa M cojepxaHue NPodecCHOHATBLHOT0 MOIYJIs
2.1. Ctpyktypa npodeccuonaibuoro moayiasliM.02 OPI'AHHU3AIIHA CETEBOI' O A/IMUHHCTPUPOBAHUA

O6BeM npoheccHoHaTFHOTO MOIYIIA, Jac.
Kogpt HanmenoBanus CymMmapHBIii Ob6yuenue no MJIK Tpaxmuxu
npodeccHOHaNBHBIX paszienos o0beM TabopaTopHbIX I CamocrosiTenpHas
obux npodeccHOHANLHOrO Harpyski, | Beero u Kypeosbix | v 6mas [Ipou3BoACTBEHHAS POMEYTOHHA pabora
KOMITIETCHIIUH MOJYJIs yac. MPAKTHYECKUX pabot arrecTanus
N (mpoeKTOoB)
3aHATHH

OK 01-09 Paznen 1. Anmunu-

IK2.1-2.4 CTPUPOBAHHE CETEBBIX 242 208 100 - - 18 14
OIIepPaLIOHHBIX CUCTEM

OK 01-09 Paznen 2. IIporpamm- i

[K2.1-24 HOe o0ecTieueHne 78 72 38 - - - 4
KOMIIBIOTEPHBIX CceTei

OK 01-09 Paznmen 3. Opranmza-

[IK2.1-2.4 Ul aIMIAHUCTPUPOBA- 128 120 44 20 ) ) _ 6
HHSI KOMITBEOTePHBIX
CHCTEM

OK 01-09 YuebHas mpakTuka (1mo

K2.1-24 MpOoGHITIO 144 144 ) )
CIEIIMANBHOCTH),
4acoB

OK 01-09 [TpousBoacTBEeHHAs

K2.1-24 MpakTHKa (1o
TPOQHITIO 144 144 - -
CIICLIHATIBHOCTH),
4acoB

OK 01-09 KpanmudukanmnoHHsIi 18 ) ) ) 3 . 18 -
Bcezo: 754 400 182 20 144 144 18 24




2.2. TemaTu4eckuii IJIaH U coaep:kanue npodeccuoHaabHoro moayias IIM.02 OPITAHU3SAIIHA CETEBOI' O A/IMUHHUCTPUHPOBAHUA

HaumenoBanue pa3aesoB u

Conepixanue yuedOHOro MaTepuaJa,

TeM NpohecCHOHATLHOTO0 O0bém B
JabopaTopHble padoThl M MPAKTHYECKHE 3aHATHS, CAMOCTOSITeIbHAsl yueOHast paboTa o0y4yaromuxcs,
mony.ist (ITM), mesuciu- KYpcoBasi padoTa (IpoeKT) (eciu npedycmompenvt) Hacax
IVIHHAPHBIX KypcoB (MJK) yp P P pecy P
1 2 3
Paznen 1. AiMuHMCTPHPO-
BaHMe ceTeBbIX ONepPaALUOH-
HBIX CHCTEM
MJK.02.01. AnMuHHCTpPH- 208
poOBaHUe ceTeBbIX ONepaly-
OHHBIX CHCTEM
Tema 1.1 YcranoBka u Cooepircanue 36
HacTpoiika Windows Server | 1 PasBepTbiBanme u ynpasiaenne Windows Server 2021
2021 O630p Windows Server 2021R2. VcranoskaWindowsServer 2021. Hacrpoiika Windows Server 2021
nocie ycraHoBku. OO030p 3amau mo ympasineHuto Windows Server 2021. Beenenne B Windows
PowerShell
2 BBenenue B nomennbie cepBuchl Ciy:xon1 KaTtanora
Beenenue B AD DS. O030p ¢yHKIIHMIA KOHTpOIUIepa JoMeHa. Y cTaHOBKa KOHTPOJUIEpa JOMEHa
3 YnpasJjienue 00beKTaMu JOMeHHBIX ¢J1y:x0 Ciay:x0b1 KaTanora
VYipaBieHue y4eTHBIMU 3allUCSAMM I10JIb30BATENECH. YIIpaBIeHHE IpyINIlaMU. YIPaBJICHHUE YYETHBIMHU
3aIUCsIMKA KOMIIBIOTepoB. JlenernpoBanue aAMUHUCTPATUBHBIX 33134
4 ABTOMAaTH3aIlUsl AIMUHUCTPUPOBAHUSI JOMEHHBIX c1y:k0 Ciayx0b1 Katanora
Hcnonp3oBanue CpejcTB KOMAaHAHOW CTpOKW s aamuHHCcTpupoBanus AD DS. Hcmomp3oBanue
Windows PowerShell mis agmunnctpupoBanust AD DS. TIpou3sBeneHne MHOXKECTBEHHBIX OIeparnuii ¢
ncnonszoBanneM Windows PowerShell.
5 IIpumenenue nporoxosna DHCP
VYcranoska ponn DHCP cepsep. Hactpoiika DHCP o6nacreii. Ynpaenenune 6a3oii gmanasix DHCP. 3a-
uta 1 Monutopuar DHCP
6 IIpumenenne DNS
[porecc paspemenus umen B Windows. Ycranoska cepeepa DNS. Ypasnenue 3onamu DNS
7 IIpumeHeHHe JIOKATHHOTO XPAHWJINIIA JaHHBIX
O0630p METOJOB XpaHEHHUsS! JaHHBIX. YTpaBIeHUE TUCKAaMHM W ToMaMmH. VICronb3oBaHHME MPOCTPAHCTB
XpaHeHus
8 IIpumeHnenue ¢aiinoBoii cy:k0bI U CJAYKObI MeYATH

3amuTa (HaiioB U Marok. 3ammTa narnoK cpejacTBaMu TeHEBOro konuposanus. Hactpoiika Pabouunx ma-
nok. Hactpoiika ceteBoii neyaTtu




I[IpuMeHeHHE TPYNIOBOI MOJUTHKHA
0630p rpynmoBoit nonutuku. O6paboTKa rPyNIOBEIX MONUTHK. [I[pIMeHeHre IEeHTPaTH30BaHHOTO Xpa-
HHAJTUIIA A IMHHACTPATUBHBIX IIa0JIOHOB

10 | 3ammura cepBepoB Windows npumMeHeHreM 00bEKTOB I'PYNIOBOI MOJIUTHKH
O0630p Ge3onacHocTH onepaoHHbIX cucteM Windows. Hactpoiika napamerpoB 6ezonacHoctu. Orpa-
Huuenne npuknagaoro [10. Hactpoiika Oparamayspa Windows ¢ pacmmpeHHOH 0€30MacHOCTHIO
11 | llpumeHeHue cepBepHOil BUpTYanu3anuu ¢ Hyper-V
O630p TexHomoruii BupTyanuzauuu. lIpumenenuneHyper-V. YnpaBneHue XpaHWIWIIEM BUPTYATbHBIX
MallvH. YTpaBieHHe BUPTYaJIbHBIMH CETSIMHU
Tema Cooepocanue 48
1.2AaMuUHUCTPpUPOBaHUE 1 HacTtpoiika u ycTpaHeHne HemoJIaaoK cay:x061 DNS
Windows Server 2021 Hactpoiika cepepHoii pomu DNS. Hacrpoiika 30 DNS. Hactpotika nepenauun 3ous1 DNS. Ynpasnenue
ciyx00# DNS u ycTpaHeHHe HemoIaaoK
2 Monnep:kka noMmeHHbIX cayxk0 Ciay:x0b1 KaTasora
0630p AD DS. Hcnonb3oBanue BUPTyaIHu3UPOBaHHBIX KOHTPOJLIEPOB JAoMeHa. [IpiMeHeHne KOHTPOJI-
JIepoB IoMeHa ¢ moctynoM Toibko Ha uyteHne (RODC). Agmunanctpupoanne AD DS. Ympasnenue 6a-
30# gaHaeix AD DS
3 YnpasJieHne noJib30BaTeIbCKHMHU U CJIYKeOHBIMHM YYeTHBIMHU 3aNMCAMHU
Hacrpoiika [lonutuku naponeit u [lonmntuku 6;10KkupoBKH ydeTHOH 3anucu. Hactpoiika Ynpasnsemoit
CITy>keOHOM yUeTHON 3aITUCH
4 Buenpenne nngpacTpyktypsl I'pynnoBbsIix NoJIMTHK
0630p 'pynmosoii monutrku. BHenpenue u aqmuauctpupoBanue ['pynmnoBeix monutuk. O0nacTs aei-
CTBHA U MOPSAOK 00pabOTKH [ 'pynmoBbIX MOMUTHK. YCTpaHEHHE HENOJaJOK NMpUMeHeHHs | pynmoBbIx
MOJIUTUK
5 YnpasJieHne NoJIb30BaTeIbCKHM Pado4nM cT0J10M Yepe3 ['pynnoByio NoJIMTHKY
[Ipumenenne AIMHUHUCTPAaTUBHBIX 11a0J0HOB. HacTpoiika MpUMeHEHUs! CKPUIITOB U IepeHaNpaBiIeHus
nanok. Hactpolika npeanourenuii B ['pynnoBoii noautrke. YnpasieHHe IPOrpaMMHBIM 0OecrieueHeM
yepes I 'pynnoByro NOJIUTHKY
6 YcTaHoBka, HACTPOIiKa U ycTpaHeHUe HenoJagok poan CepBep CeTeBoii MOJTUTHKH.
VYcranoBka u Hactpoiika ponu Cepsep Cereoil nonutuku. Hactpoiika knueHToB 1 cepepoB RADIUS.
MeTob! IPOBEPKU MOJIMHHOCTH cepBepa CeTeBoll MOJUTHKH. MOHUTOPUHT U yCTpaHEHHE HEMOIal0K
posn Cepaep CeTeBOM MOJUTHKH
7 IIpuMeHeHHe 3aIIUTHI JOCTYMNA K CETH
O630p 3ammrtel noctyna k cetd (NAP). O0630p mpouecca NpUMEHEHHS 3alIMTBl AOCTYNa K CETH.
Hactpoiika NAP. Hacrpoiika npumenenust NAP uepes npunyaurensusie [PSec B3aumopeiicteusa. Mo-
HUTOPHHT U YCTpaHeHHe Henojagok NAP
8 Hcnonb3oBaHue yiaaeHHOro 10CTyna




O0630p TeXHONOTMH yHaneHHOro Aoctymna. BHeapenue Texnomorun DirectAccess ¢ MOMOIIBIO MacTepa
HavYabHOW HACTpOWKW. BHenpeHwe W ympaBieHwe pacimpeHHONW uH(]pacTpykTypoit DirectAccess.
Brenpenne VPN. Buenpenne Web Application Proxy

9 OnTumusanus (aiijoBbIX CEPBHCOB
O030p nmucneruepa pecypcos (aiinoBoro cepsepa — FSRM. Hcnoas3zoBanne FSRM mis ynpasneHus
KBOTaMH, (paijIOBBIM 3KpPaHUPOBAHUEM M OTYETaMH IO MCIIOJIb30BaHUIO XpaHwiniia. IIpumenenue kiac-
cudumkanun (HaiiaoB M 3amad no ympaeieHuio (aitmamu. O030p pacnpeneneHHO (HhalIoBOil CHCTEMBI
DFS. Hactpoiika nmenoBanHoro npoctpanctsa DFS. HacTtpoiika u ycTpaHeHne HEeNnona oK peruKaium
DFS

10 | Hacrpoiika mugpoBaHusi U paCIIMPEHHOT0 AyIUTA
[ugppoBanue nuckoB ¢ ucnoin3oBanueMm BitLocker. Illudpopanue ¢aitioB ¢ ucnons3oBanuem EFS.
Hactpolika paciimpeHHOro ayura.

11 | Pa3BepThIBaHHeE U NMOAJEPKKA CEPBEPHBIX 00Pa30B
00630p cyx05b1 pa3BepTeiBanuss Windows. Ympasienue oOpazamu. [IpuMeHeHre pa3BepThIBaHUS C TIO-
MOIIBIO CITyKOBI pa3BepThiBanuss Windows. A IMHHUCTPHPOBaHUE CITY:KObI pazBepThiBaHust Windows.

12 | BHeapenue ynpaBiieHUs 00HOBJIEHUSIMH
0630p WSUS. Pa3eepTriBanue o0HOBIeHHI TocpencTBoM WSUS

13 | MouuTopunr Windows Server 2021

CpenctBa MoHuTOpHuHra. lMcmonp3oBanue MOHHTOpa MPOU3BOIUTENHHOCTH. MOHHUTOPHUHT KypHAJIOB
COOBITHH.

B mom uucne npaxmuueckux 3anamuii u 1a60pamopHbIxX pabom

Hacrpoiika u ycTpaneHne Heronanok cyxost DNS

[Mognepxka ADDS

praBJ’IeHI/Ie IMOJIb30BAaTCIIbCKUMU U CJ'Iy>Ke6HBIMI/I YUCTHBIMU 3aIlTUCAMHU

Breapenne nadpactpykTypbl [ pynnoBbIX MOJIUTHK

YnpaBieHue 1oJIb30BaTeNbCKUM pabounM CTOJIOM uepe3 [ pynmnoByro MOJIUTHKY

YcranoBka 1 HacTpoiika poiu CepBep CeTeBol MONMUTHKU

HpI/IMeHCHI/Ie 3alIUThI JOCTYIIA K CCTU

Breapenune texnosnorun DirectAccess ¢ TOMOIIBIO MacTepa HauyaJIbHOW HACTPOWKH

OO N0 |WIN|F

PasBepThiBaHME pacpeHHON HHPpacTpyKTyphl DirectAccess
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o

Buenpenne VPN

=
(=Y

Breapenne Web Application Proxy

[N
N

Hacrpoiika Kot 1 (aitioBoro sxkpanupoBanus B FSRM

=Y
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[Tpumenenne DFS

[HEN
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Hactpoiika mudpoBaHus 1 paclIMpeHHOT0 ayanuTa

=
ol

Hcnonb3oBanue ciryx0b1 pa3BepToiBanusg Windows ais paszsepreiBanust WindowsServer 2021

90




16 | Buenpenue ynpaBneHusi OOHOBICHUSIMHU
17 | Monuropuur WindowsServer 2021
Tema 1.3. Ocnossl Linux. Cooeprcanue 24
1 | BBenenne
Benenue B nucruminHy. 3HakoMcTBO ¢ VM Ware vSphere.
2 | ®aiiaosbie cucrembl OC Linux
daitnossie cuctembl OC Linux. Co3anne 1 pa3MeTKa )KEeCTKOTO JIMCKa
3 | IloaroroBka cepsepa OC Linux
Bapuants! yctanoBku. PesepBHoe konmpoBanne. Co3ganne CHIMKOB. Pa3zMeTka jKeCTKOTO JTHCKa.
4 | Hacrpoiika web-cepepoB B OC Linux
ITpotokon HTTP. Beb-cepBep Nginx. O6paTHOe mpokcupoBanue B Nginx.
5 | Hacrpoiika cepsepa DNS B OC Linux
[Iporokon DNS
6 | Hacrpoiika cepsepa DHCP B OC Linux
[Iporoxon DHCP
7 | Hacrpoiika ¢aiinoBbix cepsepoB B OC Linux
[Tporoxon FTP. ®aitnosas cuctema NFS. DaiinoBslii cepep Samba.
8 | Hacrpoiika cepepoB B/I B OC Linux
CYBJl MySQL. CYBJI MongoDB
9 | KonTreiinepnr Docker
Konreitnepst Docker.Crioco0b! cBsizu koHTeiHEpoB Docker.
10 | MpoexTupoBaHue
[IpoextupoBanue. Brenenne. Ananus TpeboBanuid. Peanm3arus cuctemel. CocTaBieHNE JOKYMEHTAIIUN
TOM YHCJIe TPAKTHYECKHUX 3aHATHI 10
1 | YcraHoBka u HacTpoiika oneparonHoi cucteMmsl CentOS
2 | YcranoBka u HacTpoiika DNS-cepsepa
3 | Ycranoska u Hactpoiika DHCP-cepBepa
4 | YcranoBka u Hactpoiika FTP-cepsepa
5 | Ycranoska u Hactpoiika Apache, PHP, MySQL na CentOS
Paspen 2.1IporpammHoe
ob0ecrneyeHne KOMNbIOTEP-
HBIX ceTei
MJIK.02.02. IIporpammuoe 72
ol0ecrneyeHne KOMNbIOTEP-
HBIX ceTei
Tema 2.1. Peanuzanust kau- | Codeporrcanue 16




€HTCKOI MHPPaCTPYKTYPHbI

Ouenka u onpee/ieHle NapaMeTpoB pa3BepThiBaHus KJaMeHTCknx OC

00630p )KU3HEHHOTO [UKJIA KIIMEHTCKUX KOMITBIOTEPOB HpeanpusaTus. OneHka 000pyI0BaHHUS U TOTOB-
HOCTH WHPPACTPYKTYPHI K pa3zBepThiBaHmi0 KiHeHTCKuX OC. O630p METOOB pa3BepTHIBAHUS KIUEHT-
ckux OC B cpene opranu3aiuy. TeXHOIOTHH JIMIEH3HOHHON aKTUBALMHU 7151 KITMEHTCKUX KOMITBIOTEPOB
B opranmuzanuu. [InanupoBanue crpateruu pa3septoiBanus kiarneHTcknx OC. Coop nanHbix 00 uuppa-
CTpykType. Peanmsars pemeHus JINIeH3NOHHON aKTHBaIIUN

IlnanupoBaHue cTpaTeruu ynpapJjeHus oopazaMu
0030p popmaros o6paza Windows. O630p cpeacT ynpasienus oOpasamu (Image Management).
Orienka Ou3HeC-TpeOOBAHMIA IS MOAACPIKKH CTPATETMH YIIPABJICHUS 00pa3amH.

Peasmmzanus 0e301aCHOCTH KJIHEHTCKHX CHCTEM

Peanuzanus ueHTpanm3zoBaHHOTO pemeHus no 6e3onacHoctd knuentckux OC. [InanupoBanue u peanu-
3anus BitLocker. [InanupoBanue u peanuzanus mudposanus ¢ nomomisio EFS. Hactpoiika 6ezomacHo-
cti kimeHTcKkuX OC ¢ TOMOIIBI0 TPYMIIOBOM MoMUTHKH. HacTpoiika mmppoBaHus AUCKa ¢ TTOMOIIBIO
BitLocker. Peanu3zamnus pemrenus neaTpannzoBanHoro ympasienus EFS. Peanuzanus pemenus mist Boc-
cTaHoBJeHHs (aiiios, 3anmmiieHHbIX EFS.

3axBar u ynpasJieHHe oopazamu kiaueHTckux OC

0630p Windows ADK. Ynpasnenue cpenoii npenycranoBku Windows (Windows PE). Co3xanne uc-
xoHOTO 00pa3a ¢ momompo Windows SIM u Sysprep. 3axBaT u 00CTyKUBaHHUIO 3TAIOHHOTO 00pasa.
Hacrpoiika u ynpasieHue ciryx00ii pazseprbiBanust Windows (Windows Deployment Services).
Hactpoiika Windows PE. YcranoBka 3TaJIOHHOTO KOMITBIOTEpPa ¢ IOMOIIbIO (haiina oTBeToB. OOpadoTka
3TaJIOHHOTO KOMITbIOTEpa ¢ momoibto Sysprep. Coznanue (aiina otBeToB ¢ nomousio Windows SIM.
VYcraHOBKa 3TaIOHHOTO KOMITBIOTEPA C MOMOMIBIO (paiiyia 0TBeToB. OOpaboTKa ITAIOHHOTO KOMIIBIOTEPA
¢ momoinpio Sysprep. Services ITnanuposanue cpeast WindowsDeploymentServices. Ycranoska u
HacTpoiika cepBepHoi poau WDS. 3axBat stanonHoro oopasa ¢ nomouisio WDS. PassepTsiBanue o0pa-
3a ¢ nomo1bo WDS

I[lnanupoBaHue U peajn3anus MUTPALMHU MOJIH30BATEIbCKOM cpeabl

0030p crIOCO00B MUTPAIINH TTOJTH30BATEIBCKON Cpeibl. [ lTaHupoBaHEe MUTPAITUH TTOJIB30BaTENBCKON
cpenbl ¢ noMombto USMT. Murpaius cocrosinust nosib3oBaress ¢ nomouisto USMT. ITnanupoBanue
MUTPAIUH M0JIb30BaTENbCKOM cpefibl. Co3manue u HacTpoiika XML-daitnor USMT. Coop naHHBIX U
BOCCTAaHOBJICHUS PO Toiik30oBaTens ¢ momomisio USMT. BeimonHenne Murpanuu ¢ co3gjanueM
JKECTKHUX CCBLJIOK

IlnannpoBanue u pa3BeprbiBanne kanenTckux OC ¢ momomsio Microsoft Deployment Toolkit
ITnanuposanuecpenst Lite Touch Installation. Peanmzamuss MDT 2021 m1s Lite Touch Installation. MuTe-
rpanus ciyx0 passepteiBanug Windows ¢ MDT. [lnanuposanue cpeasl Lite Touch Installation. Ycra-
HoBka MDT 2021 u HeoOxoaumbIx kommoneHToB. Co3znanue u Hactporika MDT 2021 Deployment
Share. Pa3BepThiBanue u 3axBat 00pasa stanonHoit OC. Marterpanus WDS ¢ MDT 2021 mis obecrieue-
HUs BO3MOkHOcTel 3arpy3ku PXE.
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InannpoBanue u pa3BepTbiBanue kianeHTcknx OC ¢ momomsio System Center Configuration
Manager 2021

ITnanuposanuecpenpiZeroTouchlnstallation. IToaroroska catita mis passepreianus OC. ITocTpoenue
ATAIOHHOTO 00pa3a Ha OCHOBE MocienoBarenbHoCTH 3a1a4 Configuration Manager. Mcnonb3oBaHue mo-
cnenoBareabHOCTH 33124 MDT [1st pa3BepThIBaHUs KIMEHTCKUX 00pa3oB. [InanupoBanue uuppacTpyk-
TYpBI pa3BepTHIBaHUS OmepalmoHHoil cuctemsl. [loaroroska cpemsr Zero Touch Installation. Hactpoiika
MaKeTOB pa3BepThIBAHUS M 00pa3oB cucTeMsl. IToaroroska cpemst ZeroTouchinstallation

IInanupoBanme u peasusanus cay:k0 ynajaenHoro nocryna (Remote Desktop Services)

0030p ciryk0bI ynaneHHoro pabouero crona. [Tmanuposanue cpensl Remote Desktop Services.
Hactpoiika passepTsiBaHNs HHPPACTPYKTYPHI BUPTYAIBHBIX pabounx cToioB. Hactpoiika moctyma k
KJIMEHTaM Ha ocHOBe ceaHcoB (Session-Based Desktop). Pacmupenue cpenst Remote Desktop Services B
Wurepner. [Tnanuposanue cpeasl Remote Desktop Services. Hactpoiika cuienapust UHGPacTPYKTyphbI
BHPTYaJIbHBIX pabounx cTonoB. HacTpoiika cieHapus gocTyma Ha ocHOBe ceaHcoB. [IpoekTupoBanue
nonuTuk 110308 RDS. HacTpolika nuiro3oB RDS

Ynpasienne BUPTyaJIu3anueil M0Jb30BaTeIbCKOI0 cOCTOSTHUA AJ KaneHTcknx OC opranmzanmumn
O630p BupTyanuzauuu npopuis nonp3oBatens. [lnannpoBanue BupTyanu3anuy npoduis Nojabp30BaTe-
ns1. Hactpoiika nepeMeniaeMbix mpoguiiei, mepeHanpaBieHus Marmok 1 aBTOHOMHEIX (offline) daiinos.
Peanuzanus Buptyanuzanuu padbotsl mons3osarens oT Microsoft (Microsoft User Experience
Virtualization). [InanupoBanue BUpTyaJin3anuu IpoQuiis mojb30BaTels. Peanu3aius BUpTyaaIu3aliu
npoduIIs MoJIb30BaTEIIS.
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IInanupoBanme u peajn3anusi HHPPACTPYKTYPLI 00HOBJICHUH VI MOAJeP:KKH KianeHTckux OC
OpraHu3anuu

[TnanupoBanue HHPPACTPYKTYPhl OOHOBJICHUH JIjIs OpraHu3aiuy. Peanusanus noaaepxKu 00HOBICHUIA
nporpaMMHoro obecrieueHus ¢ momompto Configuration Manager 2021. YnpasneHre 0OHOBICHUSMH
JUIsl BUPTYAIBHBIX MalivH 1 00pa3oB. Mcnonp3oBanne Windows Intune juist yripaieHusi oOHOBIIEHHE
nporpaMMHoro odecrieuenus. [lnanupoBanre HHPpacTpyKTypsl 0OHOBIIEHUS. Peanm3anys 0OHOBICHUIA
nporpaMMHoro obecrieueHus ¢ momopto Configuration Manager 2021. Peanm3zanust o0HOBIEHUH po-
rpaMMHOT0 oOecredyeHus 11t OMOIMOTEK BUPTYaIbHBIX MAlIHH.

11

3anmMTa KOMILIOTEPOB NPEANPUATHS OT BPEIOHOCHBIX MPOrPAMM H MOTEPh JAHHBIX

0630p System Center 2021 Endpoint Protection. Hactpoiika Endpoint Protection Client Settings nmonu-
topunracocrostaus. Mcnonp3oBanne Windows Intune Endpoint Protection. 3amurakmuentckuxOCcro-
morieio System Center 2021 Data Protection Manager. Hactpoiikaupa3septsiBanuenoautukEnd-
pointProtection. Hacrpoiika mapameTpoB kirenTa s moanepskku Endpoint Protection. MoHUTOpHHT
3alMThl KOHEYHBIX To4YeK. HacTpoiika i mpoBepKa 3aiuThl JaHHBIX KIHCHTA
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MOHUTOPUHT NPOU3BOAUTEIHLHOCTH U PA00TOCNIOCOOHOCTH HH(PPACTPYKTYPHI KiaueHTcKux OC
[IponsBoauTensHOCTE M paboTOCIIOCOOHOCTH HHBPACTPYKTYpHI KineHTcKkux OC. MonuTopuHT HH]pa-
CTPYKTYpPHI BUPTyaJIbHBIX KIHEeHTOB. HacTpoiika Operations Manager 1si MOHUTOPHUHTA BUPTYaIbHBIX
cpe.

B mom uucne npakmuyeckux 3anamuil u 1a00pamopHuvlx padom

1 OreHKa 1 onpeieIcHIe ITapaMeTPOB pa3BePTHIBAHHUS
2 [TnaHupoBaHue CTPATETUU yrpaBleHust 00pa3aMu
3 Hactpoiika 6€301macHOCTH KJIUSHTCKHX CHCTEM
4 Hactpoiika mmdpoBanus ¢aitios ¢ momonisio EFS
5 [Toarororka o0Opasa u cpefpl npeaycrtaHoBku YcranoBka Windows ADK
6 Coznanwne >TamoHHOT0 00pasa ¢ nomomsio Windows SIM u Sysprep. Co3nanue ¢aiiia 0TBETOB ¢ TT0-
Moo Windows SIM
7 Cosnanue u 00CITy)KHBaHUE 3TAJIOHHOr0 00pas3a
8 HacrpoiikanynpasnenneWindowsDeploymentServicesITnanupoanuecpeasiWindowsDeployment Ser-
vices
9 [TnaHupoBaHue W peann3alisi MUTPAIUH MOJIb30BATENBCKOM Cpeibl 38
10 Murparusi COCTOSTHHUS TOJIE30BATENS C CO3aHUEM KECTKHUX CCBIJIOK
11 | InanupoBanue u pazepteiBanue kinueHTckux OC ¢ nomonipro MDT
12 | IloaroroBka cpe/ibl AJIsl pa3BepThIBAHHS ONEPAIMOHHON CHCTEMEI
13 | Ucnons3osanne MDT u Configuration Manager mmsmoarorosku Zero-Touch Installation
14 | InanupoBanue u peanusais HHOpacTpykTypsl Remote Desktop Services
15 | Pacmupenue nocryna k Marepret 1uis undpactpykrypsl RDS
16 | Pa3BepThiBaHUe U NOAEPKKA BUPTYaIH3alMU NPOGUIIS TOIb30BaTENs
17 | IlpoexTupoBanue u peanu3anus (HanIoBbIX CITyKO
18 | Peasmzanus Client Endpoint Protection Hacrpoiikarouku Endpoint Protection
19 Hactpoiika Data Protection a1 JaHHBIX KJIMEHTCKOTO KOMITBIOTEPA
20 | MOHUTOPHHT POU3BOJIUTEIILHOCTH U pabOTOCIIOCOOHOCTH HHPPACTPYKTYPhI KineHTCKuX OC
Hacrpoiika
JnddepeHnnpoBaHHbIii 3a4eT 2
Tema 2.2. Peanuzauus cpe- | Codeporcanue 16
AbI HACTOJILHBIX MPUJIOKe- | 1 Pa3paGoTka cTpaTernu pa3BepTbIBaHHs NPHJIOKEHU T

HUH.

Omnpenenenue On3Hec-TpeOOBaHUiT UIs pa3BepThIBaHuUS MprioxkeHnid. O030p cTpaTeruu pa3BepThIBAHUS
npuwiokeHuil. BeiGop monxonsmie crparerny pa3BepThiBaHus MPUIIOKEHUH 11 oduca.
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JuarnocTuka u odecrevyeHre COBMECTUMOCTH NMPHJI0KeHU I

Junarnoctrka mpobieM COBMECTUMOCTH MpIIIoKeHnH. OlleHKa U pean3anys PereHni o0 BOCCTaHOB-
neHuro. Pemenne mpodiieMsr coBMecTuMocTH ¢ momotrsio Application Compatibility Toolkit. ¥Ycranos-
ka u HacTpoiika ACT. AHanu3 NoTeHIMANBHBIX MPOOJIeM COBMECTUMOCTH. Perienne npobieM coBMme-
CTHMOCTH MPUJIOKCHUH. ABTOMATH3aIUsl pa3BepTHIBAHHUS IPOTPAMMHBIX CPEACTB 00eCIieUeHHs COBMeE-
ctuMocTH (shims)

Pa3BepThIBaHHE MPUJIOKEHUI C MOMOIIBIO TPYNNOBBIX MOJUTHK 1 Windows Intune
Pa3zBepThiBaHME MPUIOKEHUN C TOMOIIBIO TPYIIOBBIX MOJUTHK. Pa3BepThIBaHNE TPUIOXKEHHM € TOMO-
mpro Windows Intune. Pa3BepThiBaHUE IPUIOKEHHIA C TIOMOIIBIO TPYIIIOBBIX MOJIUTHK. 3aITyCK CHUMY-
nsiun Windows Intune.

Pa3BepThiBaHue npuiio:keHuii ¢ nomomnbio System Center Configuration Manager
Konuenmuu pasBeptoiBanus npuioxenuit ¢ nomomrsio Configuration Manager 202 1. Pa3BepTriBanue
nprokeHui ¢ momornibio Configuration Manager 2021. Cozganue 3ampocoB Configuration Manager
2021. Co3ganne KOJIIEKITUH Mmoyib3oBaTtene u yctpoiictB Configuration Manager 2021.

Pa3BepThIBaHMs CAMOOOCIYKHBAEMBIX MPUJIOKEHHIT

Konuenmuu pa3BepThiBaHUs caMO0OOCITY)KUBAEMbIX TpHIIoskeHui. HacTpolika caMoo6cyKHBaeMbIX
npunoxkenuit ¢ Windows Intune. Pa3zBepTeiBanms camoo0OcyknBaeMbIX npuioxkeHnit ¢ Configuration
Manager 2021. Pa3zBepTeIBaHus caMO0OOCITyKHBaeMbIX Tpritoxkernnii ¢ Service Manager 2021. [loaro-
toBka System Center Configuration Manager 2021 nisimoanepxku Service Manager 2021 Self-Service
Portal. Hactpoiika ServiceManager2021Self-ServicePortal. IIpoBepka BO3MOKHOCTH TPEIOCTABICHHSI
NPUIIOKEHU# MosIb30BaTelsiM ¢ momonipio Self-Service Portal.

IIpoexTUpOBaHue U peaM3anMsA HHPPACTPYKTYPHI BUPTYATU3ANMH NPeACTABJICHUMH

Onenka TpeboBaHUH BUpPTyaTu3aluy NpeacTaBieHuii. [InannpoBanne nHQpPacTpyKTypbl BUPTyau3a-
LUK peacTaBiIeHui. Pa3BepTeiBaHNe HHPPACTPYKTYPBl BUPTYyaIM3alliy IpeAcTaBieHni. Pa3BepTriBa-
HUe HHPPACTPYKTYPH! BBICOKOH TOTOBHOCTH /IJIsl BUPTYAJIM3aLMH PEICTABICHUN

IHoaroroBka, HacCTPOiiKa U pa3BepThIBaHUE NMPEACTABICHUH BUPTYAJIU3alUH MPUJI0KEHUH
Onpenenenue cTpaTeruy MpeICTaBICHUH BUPTyaTH3alliy IPIIIOKEeHNH. Pa3BepTriBaHNEe y1aI€HHOTO
pabouero crona, RemoteApp, u RD Web Access. PazBepreiBanue npunoxenuit Ha RD Session Host.
Hacrtpoiika u pa3zsepTeiBanue npuioxkeHuii Remote App. [IpoBepka BO3MOXHOCTH HCIIOIB30BAHUS TPH-
noxeHui ¢ nomomeio RD Web Access.

IIpoexTUpoBaHue U pa3BepThIBaHNe CPeAbl BUPTYAIH3AIUH NPUI0KEHUH

0O0630p Mozenell BUpTyain3auuy NpuioxeHui. PazBepTeiBaHue KOMIOHEHTOB HHPPACTPYKTYPBI BUPTY-
anu3anuy npuiokeHui. Hactpolika KIMEHTCKOM NOAAEPKKY BUPTYaIu3aluy puinoxeHui. Ilnannpo-
BaHHWeE pa3BepThIBaHUA ApP-V poseil u komnoHeHTOB. Pa3zBepTriBanue nHpacTpykTyps! App-V.
Hacrpoiika kimenta App-V
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[MoaroroBka K BUPTyaaIu3aluu U Pa3BePThIBAHME BUPTYAJbHBIX NPUJIOKEHU A

[ToaroToBKa MPHIIOKESHUH IS BRIMTOJTHEHUS B cpene App-V. PasBepTeiBanne npmiokeHud App-V.
YcranoBka u HacTpoiika App-V Sequencer. [loaroroBka mprtoskeHuil K BUpTyatu3anun. PazBepTriBa-
Hue App-V npunoxxenuii ¢ momomsio Configuration Manager.

10

IInannpoBanue u peaju3anus 6e30MACHOCTH U 0OHOBJICHHUSA MPUJIOKEHUI

[InanupoBanrie 0OHOBIICHUS TIPIIIOKEHUH. Pa3zBepTeiBanme 0OHOBIICHMH ¢ ToMomsio WSUS. Pa3BepTol-
BaHWe 00HOBIEeHMH ¢ momombsio Configuration Manager 2021. Peann3anus 6€301mMacHOCTH MPHIIOKEHAH.
OOHoBNEHNE Pa3BEPHYTHIX NpuioxkeHnid. OOHOBIEHNE NpUIIoKeHH App-V. Pa3BepThiBaHNE MOJIUTHK
AppLocker a5 ynpaieHusi 3a1ycKoM NPHIOKEHUH.

11

IlnanupoBaHue U peajn3anust 00OHOBJIEHHS M 3aMeHbI NPUJI0KeHUit

[TnanupoBaHue U peanu3ans 0OHOBIICHUS MPUIOKECHUH U 3aMellieHUs npuiiokeHuii. [Inanupopanue u
peanu3anys cocylecTBOBaHUs MpuiioxeHnil. OOHOBJIEHNE pa3BepHYTHIX MPUIOKEHUNH. 3aMeHa pa3Bep-
HYTBIX OpuiiokeHnid. HacTpolika cocylliecTBOBaHMSI pa3IMUYHbIX BEPCHM MPUIOKEHUS

12

MoOHHMTOPHHT pa3BepPTHIBAHUS, HCIIOIb30BAHNA  IPOM3BOAMTEIbHOCTH NPHIIOKEHU I
[TnmanupoBanue U peanuzaiysi ”HPPACTPYKTypbl MOHUTOPUHTA MPHIOKEHUH. MeTpHKY, MHBEHTapU3a-
LMS M aHAJIU3 PECYPCOEMKOCTH MPUII0KEHUH. MOHUTOPUHT HUCII0JIb30BaHUS PECYPCOB MPUIIOKEHUH.
[ImanupoBaHne MHBEHTApU3ALMH NTPUIOKEHNH. OpraHn3anysi ”HBEHTApU3alliK IPOrpaMMHOro odecre-
yeHusl. MeTpUKH UCTIOIb30BaHUs PUIOKEHUI. MOHUTOPUHT HCIOIb30BaHUE PECYPCOB cepBepoB RD
Session Host npunoxenusimu. CHIKEHHE TMKOBOM HArpy3KH Ha PECypChl MPUIIOKESHUSIMH

Paspes 3.0pranusanus an-
MMHHUCTPUPOBAHHUS KOMIIb-
IOTePHBIX CHCTEM

M/K.02.03. Opranu3anust
aIMHUHUCTPUPOBAHUS KOM-
NbIOTEPHBIX CHCTEM

100

Tema 3.1 IIpoekTHpoBaHue
U peaju3anus cepBepHOil

HH(pPacCTPyKTyphbI

Cooe

HCAHUe

IInanupoBanme anrpeiiia 1 MUTpanuu cepBepa
Pexomenpanuu no anrpeiiny n murpanuu. CozgaHue mjaHa anrpeiina u murpanuu cepsepa. [lmanupo-
BaHUE BUPTYyaIM3aLUU

IInanupoBanue U BHepeHUE HHPACTPYKTYPHI 1Ji pa3BePTHIBAHUS CEPBEPOB
Bri0op momxopsmieii crpaTterud co3laHus 00pa3oB cepBepa. BHenpeHue cTparernu aBTOMaTHYECKOrO
pa3BepTHIBaHUS

I[InanupoBaHue U pa3BepThIBAHME CEPBEPOB C MCMOJIb30BAHMEM JUCIETYEPa BHUPTYAJIbHBIX Ma-
mmH (VMM)

O030p aucrieTyepa BUpTyanbHbIX MamuH B System Center 2021. Peanuzanus 6ubnuotex u npoduiei
JICTIeTYepa BUPTYalbHBIX MamuH. [ImanupoBanue u pa3sepTeiBanue ciayx0 VMM,

IIpoexkTHpOBaHMEe M BHenpeHHe MHPPACTPYKTYPHI JecoB U JoMeHOB Active Directory Domain

24
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Services

[IpoextupoBanne meca AD DS. IIpoektupoBanre u peannzanus JOBEPUTEIHHBIX OTHOIICHUN MEXIY
necamu. IIpoextupoBanue muTerpamuun ADDS ¢ WindowsAzureActiveDirectory. IIpoextupoBanue u
co3nanue nomeHoB AD DS. TIpoextupoBanue npoctpancts uMeH DNS B cpene AD DS. [Ipoektupona-
HHE JOBEpUTENbHBIX oTHOIIeHU AD DS.

IIpoexTUpoBaHue U peann3auus HHPpacTpykTypsl noapasaeienuii (OU) u paspemenuii AD DS
IInanupoBaHue NenerupoBaHysl aIMHHUCTPATUBHBIX 3ajad. [IpoeKTHpoBaHME CTPYKTYpHI MOApa3iene-
Huit OU. I[IpoextupoBanue U BHeApeHue crpareruu rpynn AD DS

IIpoexTUpOBaHNe U BHEAPEHUE CTPATETHH IPYNIOBBIX MOJIHTHK

C6op Tpebyemoit nHpOpPMALMHK U1l TPOSKTUPOBAHUS IPYNIIOBBIX NOIUTUK. IIpoekTupoBanue u BHEApE-
HUE TPYNIOBIX MOJMUTHK. [IpoekTrpoBaHe 00paboTKu rpyNmoBbIX NONMUTHK. [lnaHupoBanue ympasie-
HUS TPYIIOBBIMU MOJIUTHKAMHU

IIpoexTupoBanue u peanuszauus ¢pusudeckoi Tonoaornu AD DS

[IpoexktupoBanne u peanmmzammsa caitoB Active Directory. IlpoektupoBanme perumkammu Active
Directory. IIpoexTupoBaHue pa3MelIeHUs] KOHTPOJUIEPOB JOMEHA. BupTyanusanust KOHTPOIUIEPOB J0-
MeHa. [IpoekTipoBaHue BHICOKON JOCTYIHOCTH KOHTPOJIJIEPOB JOMEHA

IInanupoBanue U peaju3anus XpaHUWIMLI JAHHBIX
[Inaauposanue u BHenpenne iSCSI SAN. [InanupoBanue n BHeapeHue Storage Spaces. OnmruMuzanus
¢aiinoBbIX ciyx0 ans Gpuaranos.

I[InanupoBanue U peaju3amnusi 3alUTHI CeTeH
00630p mpoekTupoBaHus 6e3omacHoCTH ceteld. [IpoexkTupoBanme u BHeIpeHHe Ucnoib30BaHus Windows
Firewall. [TpoektupoBanue u BHeapeHUE HHPpACTPYKTYphl NAP
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IIpoexTHpOBaHNE U peaIM3aMA 3AIIUTHI CJIYK0 JOCTYNA K CeTH
[Inaauposanue u BHeapeHune DirectAccess. [InmanupoBanne u BHenpenue VPN. [lnanupoBanve u BHe-
peane Web Application Proxy. [InanupoBanue ciioxHoi HHOPACTPYKTYPH! YIAJIEHHOTO JOCTYIa

Tema 3.2. Peanuzanus npo-
ABMHYTOM CepBepPHOI MH-
dpacTpykTypsl

Cooe,

prcanue

O030p ynpasienns Llentpom O0padoTku JJaHHBIX NPeANPUATHS
0630p O/ npennpustus. 0630p komnoneHT SystemCenter2021

IInanupoBanue U peaju3anus cTPaTeruv BUPTYyaJu3aliu cePBEpPOB
[ImanupoBaHue pa3BepThIBaHUS AMCIIETYEpa BUPTyaubHbIX MamuH (VMM). [lnanupoBanue u peanusa-
LUl CEPBEPHON BUPTyaJIM3alliu.

IlnanupoBanue U peaju3anus ceTeBoil MHPPACTPYKTYPHI U CUCTEM XPaHEHHUS JAHHBIX VI BUP-
TyaJau3anuu

[InanupoBanue cucTeM XpaHeHHs AJIsl BUPTyalln3alud. Peanusanus cucteM XpaHeHUs Uil BUPTyalln3a-
uun. [lnanupoBanue n peanu3zanys ceTeBOM HHPPACTPYKTyphl Ui BUupTyanu3auuu. [inanuposanue u

peann3anys BUPTyaTU3aIii CETH

30
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IInanupoBaHue U pa3BepTbIBAHNE BUPTYAJbHBIX MAIINH

[InarupoBaHre mapamMeTpoB BUPTYaIbHBIX MamuH. [IoATOTOBKA K pa3BepTHIBAHUIO BHUPTYaIbHBIX Ma-
IIMH C WCTIOJIb30BaHUEM JUCTeTdepa BUPTyalbHbIX MamiH (VMM). Pa3BepThiBanne BUPTYyalbHBIX Ma-
mH. [TnanupoBanue u peanu3zanus perumku Hyper-V

I[InanupoBanue U peaju3auus pelleHUs N0 AAMUHUCTPUPOBAHUIO BUPTYaau3auuu [Inanuposanue
Y peayn3aliis aBTOMaTH3aIuy ¢ ucronb3oBanneM System Center 202 1. [InaanpoBanne u peannzanus
MicrosoftSystemCenterAdministration. ITmanuposanune u peanuzaius Self-Service ¢ HCIOIB30BaHIEM
System Center 2021. [InanupoBanue 1 peanu3anys yCTAaHOBKH OOHOBICHUN B MHPPACTPYKTYpE cepBep-
HOW BUPTyaIU3alluH

IInanupoBanue U peaju3anusi CTPATErHM MOHUTOPUHIA CEPBEPOB
ITnanuposanne mouuropunra B Windows Server 2021. O630p SystemCenterOperationsManager. TTna-
HHUPOBAHUE U HACTPOIKAa KOMIIOHEHT MoHuTOopuHra. Hacrpoiika B3aumonericteus ¢ VMM

IlnanupoBaHue U peaju3alnusi pelieHUd BbICOKOH JOCTYNHOCTH Ajs (Gali0BBIX CIYyxK0 M NPUJIO-
JKeH Uil

[TnanupoBanue u peanuzarus Storage Spaces. [manupoBanue u peanusanus DFS. IlnanupoBanue u
peanusauus NLB

IlnanupoBaHue U peajn3anus pelieHUil BHICOKOH JOCTYIIHOCTH HA OCHOBE KJIACTEPOB
[InarupoBanre MHPPACTPYKTYPHI OTKA30YCTOWUYHMBHIX KIIACTEpOB. BHeMpeHNe 0TKa30yCTONYNBOTO Kia-
crepa. [InanupoBanue u peanusanus CUCTEMbl YCTAHOBKU OOHOBJIEHUH Ul OTKAa30yCTONYUBOIrO KiacTe-
pa. MHTerpauns OTKa30yCTOMYMBBIX KJIACTEPOB M BUpTyanusauud. llmaHnupoBanue pacnpeneséHHbBIX
OTKa30yCTOHYMBBIX KJIACTEPOB

IlnanupoBaHue U peaau3anus cTpaTerum 6ecnepedoiinoii pa6orsl (Business Continuity Strategy)
0030p crpareruu OecriepeOoitHOl padoThl. [I1aHupoBaHue U peanu3alysl CTPATETUi PE3ePBHOIO KOIH-
poBanus. [lnaHupoBaHHME W peanu3anus BOCCTAHOBICHHS. [[MaHUpOBaHWE W pean3alys Pe3epBHOTO
KOIMPOBAHUS ¥ BOCCTAHOBIICHHSI BUPTYAIbHBIX MAIIWH
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IInanupoBanme u peaju3anus HHPPACTPYKTYPHI OTKPBITHIX KII0Yeil

[TnanupoBaHue W pa3BepTHIBAHHE YIOCTOBEPSIOMINX IIEHTPOB. [IMaHnpoBanue u peanuzanus madiIoHOB
ceptudukaros. IlnanupoBanue u peanusanys BblIaud U OT3bIBa cepTH(drkaToB. [InmanupoBanue u pea-
JIU3aIUS ApXUBAIMY U BOCCTAHOBJICHHS KITIOYEH

11

IInanupoBanue u pa3peptbiBanue AD FS

[Inanuposanue u peanuzanus uHppactpykTypbl AD FS. [Inanuposanue u peanuzamust AD FS Claim
Providers u Relying Parties. IlnanupoBanue u peanuzauust AD FS Claims u Claim Rules. [Tnanuposa-
Hue u peasmzanyst Web Application Proxy

12

IlnanupoBanme U peaju3anus J0CTyNAa K JAHHBIM VIS M0JIb30BaTe el U YCTPOiicTB
[TnanupoBanue u peanmzauusi DAC. IlnanupoBanue moaxmodeHus k pabodemy mectry (Workplace
Join). [Inanuposanue padounx manok (Work Folders)
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13 | InanupoBaHue U peaju3anus CJIY:KObI yIPaBJIeHHs MPaBaMu

00630p AD RMS. [TnanupoBanne n peanm3anus kimacrepa AD RMS. [InannpoBanre U BHeIpeHUE M1a0-
moroB AD RMS u nomutuk AD RMS. [lnannpoBanne u peann3anus BHEUTHero noctyna Kk AD RMS.
[InanupoBanue u peanuzanyst B3aumoeictsusi AD RMS u Dynamic Access Control.

B mom uucne npakmuyeckux 3anamuil u 1a00pamopHuvlx padom

1. OcymectBiieHrne KOHGUTYPUPOBAHHUSI IPOTPAMMHOT0 00ECTIICUCHHUS Ha cepBepax U pabounX CTaH-
LUSX.

VYcTaHOoBKa MpaB JOCTYIA U KOHTPOJIb UCII0JIb30BAHUS CETEBBIX PECYPCOB

AJIMUHUCTPUPOBaHHUE CEPBEPOB

Pacuér croumocTu cereBoro o00pya0BaHus U IPOrPaMMHOTO 00ecTIeueHUs

Perucrpanus nonb3oBateneil J10KaabHON CeTH

Ocy1iecTBlIeHHE aHTUBUPYCHON 3aIIIUThI

IS A

44

Oo0s13aTesbHAsI AyANTOPHASI Y4e0HAs HArPY3Ka Mo KYPcoBoii padoTe (MPoOeKTY)

20

=

4.

TemaTuka cCaMOCTOATEILHOI y4eOHOil padoThI:

CucremaTnueckas mpopadoTKa KOHCIEKTOB 3aHATHH, yueOHOM U CHeMaTbHON TEXHUUECKOM TNTEPaTypHI.

KoncnektupoBanue Tekcra, paboTa co CI0BapsIMH M CIIPAaBOYHHUKAMH, O3HAKOMJICHHUE C HOPMATUBHBIMU JJOKYMEHTaMH, y4eOHO-
UcclenoBaTenbckas paboTa mpu caMmoM HIMPOKOM HcTonb3oBanuu MHTepHeTa u 1pyrux | T-texHomorui.

[TpoexTHbIe GOopMBI PabOTHI, MOATOTOBKA COOOIIEHU K BBICTYIUICHUIO HA CEMUHApax U KOH(EPEHIUAX; TOATOTOBKA pedepaTos,
JOKJIa/10B.

[ToaroroBka k 1a6OPATOPHBIM U MPAKTUYECKUM pabOTaM C HCIOIH30BAaHUEM METOAMUYECKUX PEKOMEHAAINIA MTpernojaBaTens,
odopmiieHre 1a60paTOPHO-MPAKTHIECKUX padOT, OTYETOB U MOATOTOBKA K MX 3aIIUTE.

24

Y4eOHast NpaKTHKA
Ilepeyens pador:

Qb wN R

AJIMUHUCTPUPOBAHUE CEPBEPOB U PabOUUX CTAHLIUH.

Opranu3zaiys A0CTyIa K JOKAIbHBIM ceTsM u HTepHeTy.

YcTaHOBKA B COMIPOBOXK/ICHUE CETEBBIX CEPBHCOB.

Pacuér croumocTu cereBoro o00pyI0BaHuUs U MPOTPAMMHOTO 00ECTICUeHHSI.

COop MaHHBIX JUTS aHATHM3a MCIIOIH30BAHUS MPOTPAMMHO-TEXHHUYECKUX CPEJICTB KOMITBIOTEPHBIX CETEH.
OO0ecrieueHne ceTeBoM 0€30I1aCHOCTH

144
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I[Ipou3BoacTBeHHAS] MPAKTHKA pa3aeia
Ilepeyennb padoT:
1. VYcranoBka Ha cepBepbl M pabOYHe CTAHIIMHU: ONEPAIIMOHHBIC CUCTEMBI U HEOOXOAMMOE JIJIsi pabOTHI IpOrpaMMHOE obecrie-
YEHHUE.

2. Tlonmnepkka B pab0OTOCIIOCOOHOM COCTOSIHUH NMPOTPAMMHOE 00€CIIeYeHUE CEPBEPOB U PAOOUMX CTAHIUI.
3. Perucrpauus nosap3oparesel JIOKaJIbHONW CETH U OYTOBOI'O CEpBEpa, Ha3HAYAET UIEHTU(PUKATOPHI U TAPOIIH.
4. OGecrieyeHre CBOEBPEMEHHOTO KOMTMPOBAHUS, ApXUBUPOBAHUS U PE3EPBUPOBAHUS JAHHBIX.
5. Ilpunsatue Mep 10 BOCCTaHOBIIEHUIO paOOTOCIIOCOOHOCTH JIOKAJIbHON CETH P COOSIX MJIU BBIXOJE U3 CTPOS CETEBOT0 000- 144
pynoBaHus. BeisiBieHue oumOoK 1ojib30BaTeie 1 MporpaMMHOro 00ecrieueHus U IPUHATHE MEp 110 UX UCIIPABIICHUIO.
6. IIpoBeaeHne MOHUTOPHHIA CETH, pa3pabaThIBaTh MPEATIOKEHUS M0 PA3BUTHUIO HHPPACTPYKTYPHI CETH.
7. OO6ecrieueHue ceTeBoi 0€30MACHOCTH (3AIIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYNA K HH(OPMAIIMH, TIPOCMOTPA UIIH U3Me-
HEHMsI CUCTEMHBIX (paifjIoB U 1aHHBIX ), 0€30I1aCHOCTh MEKCETEBOT0 B3aUMOACHCTBUS.
8. OcymiecTBiIeHHE aHTUBUPYCHOM 3aIIUTHI JIOKATHHOM BBIYMCIUTEIBHOW CETH, CEPBEPOB M PaOOYUX CTAHIINH.
JIOKyMEHTUpOBaHUE BCEX NPOU3BEACHHBIX JEHCTBU.
KoncyabTanmun 6
ITpoMeKyTOUHASI aTTeCTAIUs 18
KBaaudukanmonHplii 3k3aMeH 18
Bcero 754
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3. YCJIOBUs PEAJIM3AIIUU ITPOI'PAMMBI IIPO®ECCHUOHAJIBHOI'O MO YJISA
[IM.02 OPTAHU3ALIUA CETEBOTI'O AIMUHUCTPUPOBAHUSA

3.1. TpeGoBaHusA K MUHMMAJIBLHOMY MAaTEPUAJIbHO-TEXHUYECKOMY 00eceYeHn 1o

JlaGopaTopust opraHu3ay U TPUHITUIIOB TTOCTPOCHUS KOMITBIOTEPHBIX cucTeM, Ne 15/17
OcHaiienue KabuHera:

Komnbrorep — 1 mit.

Hacrennsiit sxpan

[TpoexTop BenQ

Jlocka aynuropHas

IIpunTep

CucremHblii 610K

Cucremusniii komiutekt: mpomeccop  IntelOriginalLGA 1155 CeleronG1610 OEM

(2 6/2Mb), MouuTtop 20 AsusASMS202DBlack, 1600x900,0,277mm. 250cd/m2, MarepuH-

ckast riata ASUSP8H61-MLX3 (3.X), BEeHTHISATOP, aMATh, )KECTKUH THCK, KOPIIYC, KiaBHa-

No ok wbdE

Typa, MbIIb — 7 IUT., KOMIbIOTEp Y4eOHbIM (cuctemublii Omok AMJ[ AlO
9700/A320/4GB/SSD 120 GB/mATX/ 450w, mouutop ACER K222HQLDbd, mbItb kom-
nprotepHas GN-120, kraBuatypa GK-120) — 8 mT.

8. Crenubl

9. [Ilnmakatser

10. Pasnmarounslii MaTepuail

JIaGopatopusi IporpaMMHOro obecrieueHHsi KOMIbIOTEPHBIX CETeH, MporpaMMUpOBaHUs U 6a3
na"abeIx, Ne 15/20
1. Ochamenue kaOuHeTa:
2. Komrmprotep — 9 mr.
3. CToJ KOMIBIOTEPHBIH — &8 HIT.
4.Ckanep
5. [IpunTep nasepHbIi
6. Jlocka ayauropHas
7.IIporpammHoOe obecrieueHue
8. Crennbl
9.Ilnakater

3.2. UudopmannonHoe odecneyeHue 00y4eHus
ITepeyennb pekomeHayemMbIX y4eOHbIX u3aanuii, UHTEepHET-pecypcoB, 10MOJIHHA-
TeJbHOH JIUTEPaTyphl

OcCHOBHBIC HCTOYHUKH:

1. Ceru u TeneKOMMYHUKALUU: YI€OHUK U MPAKTUKYM JJISI CPeIHEr0 Mpo(ecCHOHATBHOTO
obpazoBanwus[anekTponnbiii  pecypc] / K. E. CamyitnoB [u 1p.]; mom penakiuei
K. E. Camyiinosa, U. A. llanumosa, /1. C. Kyns6oBa. — DnektpoH. naH. - Mocksa: 13-
narenabctBo FOpaiit, 2019. — 363 ¢. — Pexxum mgoctyna: https://urait.ru/bcode/430406

I_[OHOJIHI/[TEJII)HLIC HUCTOYHUKMH:
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https://urait.ru/bcode/430406

1. BblUHCTUTENBHBIE CHUCTEMBI, CETH U TEICKOMMYHUKAlUU. MoOJenupoBaHue ceTeil: ydeOHoe
nocobue st Maructparypsl / O. M. 3amsatuHa. — IJeKTpoH. naH. — MockBa: M3marenbcTBo
FOpaiit, 2019. — 159 ¢. — Pexxum nocryma: https://www.biblio-online.ru/bcode/433938

2. KommbroTepHsle cetn: y4eOHHMK [dnexkTpoHHbIA pecypc]|/ B.I. Kapramesckuii, b.5. JIuxTtuun-
nep, H.B. Kupeera, M.A. BypanoBa.— OnektpoH. nan. — Camapa: Uzn-so III'YTH, 2017 —
267 c.— Pexwum gocryna: https://rucont.ru/efd/565102

3.2.1 UndopmanmoHHbie H HU(PPOBBLIE TEXHOJIOTUH (IPOrpaMMHoOe odecrieueHune, COBpe-
MeHHbIe TPo(decCHOHAIBHBIE 0a3bI IAHHBIX U HH()POPMAIHOHHBIE CIIPABOYHBIE CHCTEMBbI)

VYyeOnas nucuuIuinHa (MOIYJb) MpeaycMaTpPUBAaeT OCBOCHHE MH(OPMAIMOHHBIX M IU(]-
POBBIX TeXHOJIOTHH. Peanu3anust uQpoBBIX TEXHOIOTUN B 00pa30BaTEeIbHOM MIPOCTPAHCTBE SIB-
JSIeTCs. OJJHOM M3 BaXHEUIIMX Iejeid 00pa3oBaHMsI, JAIOMICH BO3MOXXHOCTh Pa3BUBATh KOHKY-
PEHTOCTIOCOOHBIE KayecTBa 00YJAIOIMXCsl KaK OyIyIiuX BICOKOKBAIU(HUIIMPOBAHHBIX CIICIHA-
JIMCTOB.

[ndpoBbie TEXHOJIOTHU NMPEAYCMATPUBAIOT PA3BUTHE HABBHIKOB 3()h(HEeKTHBHOTO peuieHus
3a7a4 MPo(HeCcCHOHAIBHOTO, COI[MAILHOTO, JMYHOCTHOTO XapaKTepa ¢ UCTIOJIb30BAHUEM Pa3Iny-
HBIX BHJIOB KOMMYHHKAIIMOHHBIX TeXHOJOrui. OcCBOCHHE MU(PPOBBIX TEXHOJOTHH B pamMKax
JAHHOM JIMCIUIUTUHBI (MOJYJIs) OPUEHTUPOBAHO Ha CHOCOOHOCTh OE301IACHO W HAJICHKAIIUM
00pa3oM Mmoy4arhb JIOCTYII, YIIPABISATh, HHTETPUPOBATh, OOMEHHUBATHCS, OLICHUBATD U CO3aBaTh
UH(POPMAILIHIO C TIOMOIIBIO IIU(PPOBBIX YCTPOUCTB U CETEBBIX TeXHONOTUH. DopMupoBanue mud-
POBOI KOMIIETEHTHOCTH IMpeanojaraet paboTy ¢ AaHHBIMH, BJaJ€HHE WHCTPYMEHTAMH JUIS
KOMMYHHKAITHH.

3.2.2 Dy1eKTPOHHO-0UOJIMOTEYHbIEe CUCTEMBI M 0a3bI JAHHBIX

1. OO0 «29BC JIAHby (https://e.lanbook.ru/) (morosop Ha okazanue ycayr ot 03.04.2024
No 6/1 (CeteBas snexkTpoHHast OMOIMOTEKA)

2. ba3a naHHBIX 37eKTpoHHBIX MH(popMarmoHHbIX pecypcoB @PI'BHY ITHCXB (norosop
1o 00€ecreYeHHo 0CTyIa K AeKTpoHHBIM nHpopMannoHHbIM pecypcaM @I'BHY [NHCXb ue-
pe3 TepmuHan yaaneaHoro qoctyna (TY ] ®I'BHY ITHCXE) ot 09.04.2024 Ne 05-YT/2024)

3. DnextpoHHast bnbnnoTreyHas cucrema «HanmoHnanpHbIN TUPpPOBON pecypc «PyKoHT»:
Kosmekiuu «ba3zossiii Mmaccu» u «Komoc-c. Cenbckoe xo3siictoy (https://rucont.ru/) (morosop
Ha OKa3aHHWe YCIyT MO0 MpeaocTaBieHuto qoctymna oT 26.04.2024 No 1901/bI122)

4. 000 «AnekTpoHHOe M3aTenbcTBo FOPAWTY (https://urait.ru/) (oroBop Ha okasaHHe
YCIIYT TIO TIPEIOCTaBICHUIO IOCTyMa K oopazoBatenbHOM miiatrgopme OO0 «IIEKTpOHHOE H3/a-
tenbcTBo FOPAWTY ot 07.05.2024 Ne 6555)

5. DnekTponHO-0MbaHOTeUHast cucteMa «Bepraackuity (https://vernadsky-lib.ru) (moro-
BOp Ha 0€3B0O3ME3HOE UCIIOIb30BaHKe MPou3BeaeHuil oT 26.03.2020 Ne 14/20/25)

6. baza mamneix HOB «HammonanbHas snekrpoHHas Oubmmorekay (https://rusneb.ru/)
(morosop o noakmoueHun k HOb u npexgocrasnenun goctyna k oobekram HOb ot 01.08.2018
Ne 101/HDOB/4712)

7. CornaiieHue o COTpyIHHYECTBE MO OKa3aHMI0 OMOIMOTEYHO-UH(OPMAIIMOHHBIX U CO-
[IUOKYJIBTYPHBIX YCIYT MOJIb30BATEISIM YHHBEPCUTETA U3 YHCIIa WHBAIUIOB 110 3pEHUIO, C1a00-
BUSIIIUX, MHBAJIMJOB APYIHMX KaTETOPHHM C OTpaHWYEHHBIM JOCTYIIOM K WH(pOpMalWH, JHII,
UMEIOUINX TPYAHOCTU ¢ uTeHueM IuiockonedyatHoro Tekcta TOI'BYK «Tamb6oBckast o6nactHas
yHUBepcalibHasg HayuHas oubimmoreka uM. A.C. ITymkuna» (https://www.tambovlib.ru) (corna-
meHue o cotpyaaudectse ot 16.09.2021 Ne 6/H)

3.2.3 UudopMmaniuoHHbIE CIPABOYHbIE CUCTEMbI
1. CopaBounas npaBoBasi cuctrema Koncynprantllnioc (7oroBop mocTaBku, aganTainud U
conpoBoXxAcHUS dK3eMIULIipoB cucteM KorcynprantlImoc ot 11.03.2024 Ne 11921 /13900/2C)
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Hus - https://elibrary.ru/

2. DnexTpoHHBIN nepuoanueckuii cnpaBoyHuk «Cucrtema 'TAPAHT» (norosop Ha yciy-
ru 1Mo conpoBoxacHuo oT 15.01.2024 Ne 194-01/2024)

3.2.4. CoBpemMeHHbIe NPo(eccHOHATIbHBbIE 0a3bI TAHHBIX

1. baza maHHBIX HOPMATHBHO-IIPABOBBIX AKTOB MH()OPMAIIMOHHO-00pa30BaTEILHOM MPO-
rpammbl «PocmeTrony (moroBop ot 15.08.2023 Ne 542/2023)
2. baza nannpix Hayunoii anekrponnoit 6nbnuorekn eLIBRARY.RU — poccuiickuii uH-
dbopMamOHHO-aHAIMTUYECKHM MOpTaj B 00JIACTH HAYKU, TEXHOJIOTMH, MEAUIIUHBI U 00pa3oBa-

3. ITopran oTKphITEIX AaHHBIX Poccuiickoii denepanuu - https://data.gov.ru/

4. OrtxkpoiTeie naHHble @DenepanbHON  CILyKObI

https://rosstat.gov.ru/opendata

FOCYIApCTBEHHOW CTATHCTUKH -

3.2.5. JIuneH3HOHHOE ¥ CBOOOHO pacnpocTpaHsieMoe MPorpaMMHoe odecriedeHne, B TOM
YHcJie 0Te4eCTBEHHOr0 MPOU3BOJACTBA

Ne Haumenosanue PazpaboTunx HocrynHocts Ccpinka Ha EnunbIit PexBusutel noa-
1O (mpaBoo6iia- | (JIMIIEH3HMOHHOE, | PEecTp POCCHUCKUX TBEPKAAOIIETO J0-
JIaTenb) cBOOOJHO pac- | mporpamm s O9BM | kymeHTa (IIpu Halu-
npoctpangemoe) | u b/l (mpu Hamuum) YHUH)
1 Microsoft Windows, Microsoft JInnes3nonHoe - JIunensus
Office Professional Corporation ot 04.06.2015 Ne
65291651 cpok neit-
CTBHSL: GECCPOUHO
2 | AwnruBupycuoe po- | AO «JlaGoparo- | Jlunensnonnoe | https://reestr.digital.g | CyGnureHsnoHHbIH
rpammHoOe obecrniede- | pus Kacrmepcko- ov.ru/reestr/366574/? norosop ¢ 000
nue Kaspersky ro» sphrase_id=415165 «Codreke» ot
Endpoint Security as (Poccus) 24.10.2023 Neo 6/H,
OusHeca CPOK JIEHCTBHUSL: C
22.11.2023 no
22.11.2024
3 | MoiiOduc Crangapr- | OOO «Hosbie Jluuensuonnoe | https://reestr.digital.g Konrpakt ¢ OO0
HBIH - o0JiauHbIe TEX- ov.ru/reestr/301631/? «PyGuKon»
OducHsril maker Hostorun» (Poc- sphrase_id=2698444 ot 24.04.2019 Ne
JUIsl paboThI C OKY- cust) 03641000008190000
MEHTaMH H MMOYTON 12
(myoffice.ru) CpOK JeiicTBus: Oec-
CPOYHO
4 OducHblii maker AO «P7» Jluuensuonnoe | https://reestr.digital.g Konrpakt ¢ OO0
«P7-Ocpuc» ov.ru/reestr/306668/? «Codrexcy
(meckromHas Bepcus) sphrase_id=4435041 ot 24.10.2023 Ne
03641000008230000
07
CpOK neicTBus: Oec-
CPOYHO
5 OrneparioHHast CH- 00O "basanst | Jlunensuonnoe | https://reestr.digital.g Konrpakt ¢ 000
crema «Anbt O6pazo- | cBobGoaHOE MpO- ov.ru/reestr/303262/? «Codrekcy

BaHUC)

rpamMMHoe obec-

sphrase_id=4435015

ot 24.10.2023 Ne
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neueHue" 03641000008230000
07
CpOK JeficTBusA: Oec-
CPOYHO
6 | Iporpammuas cucte- | AO «Antumna- | Jlunensuonnoe | https://reestr.digital.g | JluuensuouHsIi 10-
Ma Juisi oOHapyxeHust | ruar» (Poccus) ov.ru/reestr/303350/? roBop ¢ AO «AH-
TEKCTOBBIX 3aMMCTBO- sphrase_id=2698186 TUIIarKaT OT
BaHMH B y4eOHBIX U 23.05.2024 Ne 8151,
Hay4HBIX paboTax CPOK JIEUCTBHUSL: C
«Antumnaruat BY3» 23.05.2024 o
(https://docs.antiplagia 22.05.2025
us.ru)
7 Acrobat Reader Adobe Systems | Cso6omro pac- - -
- IPOCMOTP AOKyMEH- MIPOCTPaHIEMOE
toB PDF, DjVU
8 Foxit Reader Foxit CBoGojHO pac- - -
- IPOCMOTP JOKYMEH- Corporation IIPOCTPAHIEMOE
toB PDF, DjVU
3.2.6. Pecypcbl nHPOPMAIMOHHO-TEIeKOMMYHUKANIMOHHOH ceTH « AHTepHET»
1. CDTOwiki: 6a3a 3nanuii mo nundposoii Tpanchopmarnuu https://cdto.wiki/
3.2.7. lnppoBble HHCTPYMEHTHI, IPUMeHsIeMble B 00pa30BaTeJIbHOM IpolLecce
1. LMS-mmatdopma Moodle
2. BupryansHas nocka Mupo: miro.com
3. Buptyanbnas nocka SBoard https://sboard.online
4. BuptyanbHas nocka Padlet: https://ru.padlet.com
5. Oo6maunsie cepBuchl: Anaekc.luck, O6mako Mail.ru
6. Cepsucsl onpocos: Suaexc.®opmbi, MyQuiz
7. Cepsucel Buneocsszu: SAumgexc.Texemoct, Webinar.ru
8. CepBuUC COBMECTHOH paboTel Haj mnpoekTamu Uit HeOompmmx rpynn  Trello

http://www.trello.com

3.2.8. llndposbie TEXHOTOTHMH, IPUMEHsIEMbIE TPH H3YYCHUH AUCHHUIIIMHBI

No

[{udpoBsie TEXHOTOTUN

Bunsl yaeOHOM paboThI, BBIITOIHAEMBIE C
pUMEHEeHHEM U (PPOBOIT TEXHOIOTUU

1.| O0maunble TEXHOJIOTHH

NuauBunyanbHbIE 3a1aHUS

2.| Bonpine na"nuele

NuauBunyanbHbIE 3a1aHUS

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUS IPO®ECCHOHAJIBHOI'O

MOAYJISAIIM.02 OPTAHU3ALINA CETEBOI'O AIMUHUCTPUPOBAHUA

Kon u HanmeHoBaHue
po(eCcCHOHATBHBIX U
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001X KOMIICTECHIIHH,
(hopMHUPYEMBIX B paMKax
MOTYJIS

Kputepuu onenku

MeTtoan! OlIEHKH

1IK 2.1. ApmuHUCTpHpPO-
BaTh JIOKAJIbHEIE BEIYHC-
JIUTEIbHBIC CETH U TIPU-
HUMAaTh MEpPHI 10 yCTpa-
HEHUIO BO3MOKHBIX c0O0-
€B.

OI1lcHKa «OTJIHYHOY - TEXHUYC-
CKO€ 3aJ[aHue MPOaHaTN3NPOBa-
HO, aJITOPUTM pa3paboTaH, co-
OTBETCTBYET TEXHUUYECKOMY 3a-
JAHUIO U 0(OPMJIICH B COOTBET-
CTBHH CO CTaHIAPTAMH, MOSICHE-
HBI €70 OCHOBHBIC CTPYKTYPBI.

O11eHKa «XOPOLIO0Y -AJITOPHTM
pa3paboTtaH, opopmIIeH B COOT-
BCTCTBHU CO CTaHAAPTAMHU U

COOTBETCTBYET 3a/IaHHIO, MOSIC-

HEHBI €r0 OCHOBHBIE CTPYKTYPBI.

O1LeHKa «y10BJIeTBOPUTEIb-
HO» - AITOPUTM pa3paboTaH U
COOTBETCTBYET 3aJaHHIO.

DKk3aMmen/3adeT B popme codeceno-
BaHUsI: MPAKTUIECKOE 3aJ[aHuE IO
MOCTPOCHUIO aJITOPUTMA B COOT-
BETCTBUU C TEXHHUECKHM 3aJaHH-
eM

3amura OTYETOB MO MPAKTHYECKIM
1 1abopaTopHBIM paboTam

1IK 2.2. AamuHuCTpUpO-
BaTh CETEBBIC PECYPCHI B
WH(OPMAITMOHHBIX CH-
cTeMax.

Or1ieHKa «OTJMYHOY» - TEXHUYE-
CKOE€ 3aJJaH1e MTPOAHATH3HPOBaA-
HO, aJITOPUTM pa3paboTaH, CO-
OTBETCTBYCT TCXHUYCCKOMY 3a-
JIaHUIO U 0(OPMIIEH B COOTBET-
CTBHU CO CTaHAAapTaMHu, IOSICHE-
HBI €70 OCHOBHBIE CTPYKTYPBHI.

OmeHKa «X0POLI0» -aJITOPUTM
paspabotaH, opopmIieH B COOT-
BETCTBUU CO CTaHJIAPTaMH

COOTBETCTBYET 3a/IaHHIO, TTOSIC-

HCHBI €I'0 OCHOBHBIC CTPYKTYPBhI.

O1eHKa «y10BJIeTBOPUTEJIb-
HO» - AITOPUTM Pa3paboTaH U
COOTBETCTBYET 33/IaHHIO.

Dk3aMeH/3a4eT B hopMe codece1o-
BaHMS: MPAKTHYECKOE 3aaHKe 110
MOCTPOCHHUIO aJITOPUTMA B COOT-
BETCTBHUU C TCXHUYCCKUM 3a1aHU-
eM

3amura OTYETOB MO MPAKTHYECKIM
1 JIabOpaTOpHBIM padboTam
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IIK 2. 3. ObecneunBaTh
cOOp JaHHBIX IS aHAIH3a
WCIIOJIb30BaHUS U (DYHK-
LIMOHUPOBAHUS TTPOTPaM-
MHO-TEXHUYECKUX
CPEICTB KOMITHIOTEPHBIX
CETeH.

OreHKa «OTIMYIHOY - TEXHUYC-
CKO€ 3aJ[aHue MPOaHaTN3NPOBa-
HO, aJITOpPUTM pa3paboTaH, co-
OTBETCTBYET TEXHHUUYECKOMY 3a-
JaHWI0 B 0OPMJIIEH B COOTBET-
CTBUU CO CTaHJapTaMHU, MTOSICHE-
HBI €70 OCHOBHBIEC CTPYKTYPBI.

O1ieHKa «XOPOII0Y -aJITOPUTM
paspaboraH, 0pOopMIIEH B COOT-
BETCTBUH CO CTaHIAAPTaAMH U

COOTBETCTBYET 33JJaHHIO, TIOSIC-

HCHBI €I'0 OCHOBHBIC CTPYKTYPHIL.

O1LeHKa «y10BJIeTBOPUTEIb-
HO» - AITOPUTM pa3paboTaH U
COOTBETCTBYET 3aJaHHIO.

Dk3aMeH/3a4eT B hopMe codece1o-
BaHMS: MPAKTHUECKOE 3aaHKE 110
MOCTPOCHHUIO aJITOPUTMA B COOT-
BETCTBHHU C TEXHUYICCKUM 3a/1aHH-
eM

3aiuTa OTYETOB 10 MPAKTUICCKUM
1 1abopaTopHBIM paboTam

1IK 2.4. BzaumopencTBo-
BaTh CO CIEIHATUCTAMU
CMEXKHOTO TpoduIIs Ipu
pa3paboTKe METOJIOB,
CPEACTB U TEXHOJOTUI
MIPUMEHEHUS! O0BEKTOB
pohecCUOHATBHOM J1esI-
TCJIBbHOCTH.

O1eHKa «OTJIMYHOY - TEXHUYE-
CKOE 3aJJaHne MIPOAHATH3HPOBA-
HO, aTOPUTM pa3paboTaH, co-
OTBETCTBYCT TCXHUYCCKOMY 3a-
JTAHUIO ¥ 0(pOPMIICH B COOTBET-
CTBHU CO CTaHAapTaMHu, IOSICHEC-
HBI €70 OCHOBHBIE CTPYKTYPBHI.

OreHKa «X0POLI0» -aJITOPUTM
paspabotaH, opopmIeH B COOT-
BETCTBUU CO CTaHJIAPTaMH U

COOTBETCTBYET 3a/IaHHIO, NOSAC-

HCHBI €I'0 OCHOBHBIC CTPYKTYPHI.

O1eHKa «y10BJIeTBOPUTE/Ib-
HO» - AJITOPUTM pa3paboTaH U
COOTBETCTBYET 3aJaHHUIO.

Dk3aMeH/3a4eT B hopMe codece1o-
BaHMS: MPAKTHYECKOE 3aaHKE 110
MOCTPOCHHUIO aJITOPUTMA B COOT-
BETCTBHUU C TCXHUYCCKUM 3a1aHU-
eM

3amnura OTYETOB MO MPAKTHYSCKUM
1 JIabOpaTOpHBIM paboTam
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OK 01. Beibupats cioco-
OBl pereHns 3a1a4 mpo-
(heccroHANBHOM JEATENb-
HOCTH NMPUMEHHUTEIBHO K
Pa3NUYHBIM KOHTEKCTaM

— 00OCHOBaHHOCTh MIOCTAHOBKH TIEJIH,
BBIOOPA Y IPUMEHEHHS METOJIOB U CIO-
c000B penreHust MPoPeCCHOHATEHBIX
3amaq;

- aJIeKBaTHAas OIICHKA ¥ CaMOOLIEHKa

3¢ (HEKTUBHOCTH M Ka4e€CTBa BBIIOJIHE-
HUS TPO(ECCUOHANBHBIX 3224

OK 02. Mcmonb3oBath
COBpPEMEHHBIE CPE/ICTBA
MOWCKA, aHAJIN3a ¥ UHTEP-
TIpeTanuy HHPOPMAIUA U
MH(OPMAITMOHHBIC TEXHO-
JIOTUU JIJISl BHITIOJTHCHHUS
3amad mpodecCHoOHATBHON
JeSITEITBHOCTH

- ICTIOJIB30BaHNE PA3TUIHBIX HCTOYHH-
KOB, BKJTIOYasl SJICKTPOHHEIE PECYPCHI,
Menuapecypcesl, IHTepHeT-pecypChl,
TIePUOIUYECKHAE N3NaHUS 110 CIICITHATb-
HOCTH JJIs1 PELIeHHS TPOECCUOHATB-
HBIX 3a/a4

OK 03. [InanupoBatsb u
pean30BbIBaTh CO0-
CTBEHHOE Ipodeccro-
HaJIbHOC U JIMYHOCTHOC
pasBUTHE, IPEANIPUHAMA-
TEIIBCKYIO IeSITEIHOCTD B
npoeccuoHaIbHOH ce-
p€, UCTIONIF30BaTh 3HAHUS
o pUHAHCOBOW TPaMOT-
HOCTH B Pa3JIMYHbIX JKH3-
HCHHLIX CUTyalluAaX

- IEMOHCTpAITUSI OTBETCTBEHHOCTH 32
MPHUHATHIC PEIICHUS

- 000CHOBaHHOCTb CaMOAHAIN3a U KOP-
PEKITHsI Pe3yIbTaTOB COOCTBECHHOM pa-
OOTEHI;

OK 04. DddexTuBHO B3a-
HUMOJIEHCTBOBATh U pabo-
TaTh B KOJUIEKTHBE M KO-
MaH/Ie

- B3aUMOJIeCTBHE C 00YJalOIMMUCS,
MIPEToAaBaTeIsIMI U MacCTepaMu B X0OJIe
o0ydeHus], C pyKOBOJIUTEISIMU yueOHOM
1 IIPOU3BOJICTBEHHOU ITPAKTHUK;

- 000CHOBaHHOCTh aHAJIN3a PabOTHI
YJICHOB KOMAaHJIBI (ITOAYMHCHHBIX )

OK 05. OcymiecTBiaTh
YCTHYIO U MUCbMEHHYO
KOMMYHUKALIMIO Ha TOCY-
JApCTBEHHOM si3bIke Poc-
cuiickoit denepanuu ¢
Y4eTOM 0COOeHHOCTEH
COLIMAJIBHOTO U KYJbTYp-
HOT'0 KOHTEKCTa

-TPaMOTHOCTb YCTHOM U IIMCBMEHHOMN
peun,

- ICHOCTH (POPMYJTMPOBAHUS U U3JI0XKE-
HUSA MBICIIEH

OK 06. IIposiBiaTh Tpax-
JAHCKO-TIATPUOTUYECKYIO
MO3ULHIO, IEMOHCTPUPO-
BaTh OCO3HAHHOE TTOBE/C-
HUE HA OCHOBE TPaJUIIU-
OHHBIX OOIICYeIOBeYC-
CKHX IICHHOCTEH, B TOM
YUCIIE C YYETOM rapMOHHU-
3aIli1 MEKHAIMOHAIBHBIX
1 MEXPEIINTHO3HBIX OT-
HOLICHWM, IPUMEHSTh
CTaHAAPThl AHTUKOPPYII-
LIMOHHOT'O TIOBEACHUS

- cOOJIIOZICHIE HOPM TIOBEICHUS BO
BpeMs y4eOHBIX 3aHATHH U MIPOXOXKIe-
HUS y4eOHOH 1 MPOU3BOICTBEHHOM
MPAKTHUK,

OK 07. ConeiicTBOBaThL
COXPAaHEHHUIO OKPYIKaI0-

- 9(ppeKTUBHOCTD BHITIONHEHUS TIPABIIT
Tb Bo Bpems yueOHBIX 3aHATHHN, IPH

WNHtepnperauus pe3ynbTa-
TOB HaOJIOICHUH 3a Jes-
TENBHOCTHIO 00YYaroIIero-
sl B IIPOIIECCE OCBOCHMUS
00pazoBaTeILHOM Mpo-
rpaMMBbI

DKCIepTHOE HAOIIIOICHHE
1 OLICHKA Ha 1abopaTOpHO
- IPAKTUYCCKUX 3aHATUAX,
IIPU BBIIIOJTHEHUH padoT 1o
y4e0HON U IPOU3BO/I-
CTBEHHOH IPaKTUKaM

DKx3ameH KBaATN(UKAINOH-
HBIN
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e cpenkl, pecypcocoe-
PEKEHHUIO, IPUMEHSATh
3HaHUA 00 U3MEHEHUH
KJIUMaTa, MPUHIUIIBI Oe-
PEXKIIMBOTO MPOU3BO/I-
cTBa, 3¢ HEeKTHBHO Ieii-
CTBOBATh B UPE3BHIYAN-
HBIX CUTYAaIHsIX

MIPOXOXKICHUN YIEOHOU U IPOU3BOJI-
CTBEHHOU NPAKTHUK;

- 3HAHUE U UCIOJIB30BaHUE PECYPCO-
cOeperarmx TEXHOJIOTHH B 00JIaCTH
TEJICKOMMYHUKaLUN

OK 08. Hcmonb3oBath
cpenctBa Gpu3MIECKOI
KYJBTYPHI IS COXpaHe-
HUS ¥ YKPETUIEHUS 370PO-
BBl B TIporiecce mpodec-
CUOHAJIBHOH JIEATEIIBHO-
CTHU U HOAJEPKaHUS HE-
00X0MMOoro ypoBHA (hu-
3UYECKOHN ITOArOTOBJICH-
HOCTH

- 3(PeKTUBHO UCTIOIB30BATH CPEACTBA
(U3NIECKOM KyIbTYPhI TSI COXPAHESHUS
U YKPEIUICHUS 3JI0POBbS B IIPOLIECCE
o eCCHOHANBEHON AEATENEHOCTH U
MoJiIepIKaHre HeOOXO0IMMOT0 YPOBHS
(hM3UYECKOI MOITOTOBICHHOCTH;

OK 09. [Tons30BaThCA
npoeccnoHaIbHOMN J10-
KyMEHTalKeN Ha rocyaap-
CTBECHHOM UM MHOCTPAHHOM
SI3BIKAX

- 3(hpeKTHBHOCTH HCITOIE30BaHUS B
podecCHOHANBHON AEATEIILHOCTH He-
00X0IUMON TEXHUYECKOH JIOKyMEHTa-
LMY, B TOM YHUCJIE HA aHTJINHCKOM S3BI-
Ke.
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Pa6ouast mporpamma npodeccuonansaoro Moayist [IM.02O0pranusarus ceTeBoro aIMHHUCTPUPOBAHUS
pa3paboTaHa Ha OCHOBE (PeIepabHOTO TOCYJApPCTBEHHOTO O0pa30BaTEIbHOrO CTAaHAApPTa IO
CHELMATBHOCTH CpefHero mnpodeccuoHanbHoro oOpasoBanust 09.02.06 CereBoe W CHCTEMHOE
AJIMUHUCTPUPOBAHUC, yTBep)KI[éHHOFO IMpUKa3oM MI/IHI/ICTepCTBa O6p330BaHI/IH U HayKu Poccuiickoit
ODenepannn ot 09.12.2016Ne 1548.

ABTOpBI:

ConpmaroBa H.B., mpenogaBatens BBICHICH KBATH(PUKAITMOHHOW KAaTETOPUHU IEHTpa — KOJUTSHKa TPHUKIAI-
HbIX kBanmudukanuit GI'BOY BO Muuypunckuii [AY

CoruacoBaHo:
Crpynkus B.A., nupexrop OOO «lleHTp HHPOPMAITMOHHBIX TEXHOJIOTHID)

[Iporpamma paccmotpena Ha 3acenanuu [IMK «KomnberoTepHbie cetd 1 HHPOPMAaIMOHHBIE TEXHO-
JIOTHUI

poTokoi Ne 6 ot «22» stuBaps 2020 r.

[TporpamMma paccMoTpeHa Ha 3acelaHuu y4eOHO-MEeTOAMYECKONH KOMHUCCUU IIEHTpa-KOoJIJIeIKa MpH-
knanueix kBampukamuii ®I'BOY BO Muuypunckuii 'AY

npoToKoa Ne 5 ot «24» siuBapst 2020 1.

[Iporpamma yrBepxkaeHa Pemennem YueOHO-METOIUYECKOTO COBETA YHUBEPCUTETA

npoTokod Ne 5 ot «27» ssuBaps 2020 r.

[Tporpamma nepepaboTaHa 1 JOMOIHEHA B COOTBETCTBUU ¢ TpeboBanusimu GI'OC CITO
[Tporpamma paccMmoTpena Ha 3acenanuu [IMK «KommbroTepHblie ceT 1 MHPOPMAIIMOHHBIE TEXHO-
JIOTUW»

npoTtokoa Ne 9 ot «19» ampens 2021 r.

[IporpamMma paccMOTpeHa Ha 3acelaHUH Y4eOHO-METOJUYECKOW KOMHCCHM LEHTpa-KoJUIeIKa
npukinaaHeix kBanupukanuii ®I'60Y BO Muuypunckuit AY
npotokod Ne 8 ot «21» anpenst 2021 r.

[Tporpamma ytBepxaeHa Pemennem Y4eOHO-METOANMUECKOTO COBETA YHUBEPCUTETA
npoTokoa Ne 8 ot «22» anpens 2021 r.

[Tporpamma nepepaboTaHa U JOTOTHEHA B COOTBETCTBUU ¢ TpeboBanusmMu GI'OC CITO
[Tporpamma paccMmoTpena Ha 3acenanuu [IMK «KommbroTepHble ceTd 1 HHPOPMAIIMOHHBIE TEXHO-
JIOTHI

poTokoa Ne 9 ot «18» anpenst 2022 r.

[TporpamMma paccMoTpeHa Ha 3ace/laHui y4eOHO-METOUYECKOH KOMUCCHH LIEHTpa-KoJUIeka
npukiagHeix kBanupukanuii ®I'bOY BO Muuypunckuit FAY
poTokoa Ne 9 ot «20» anpenst 2022 r.

[Tporpamma yTBepkaeHa PemenneM Y4eOHO-METOANYECKOTO COBETa YHUBEPCUTETA
npoTokoa Ne 8 ot «21» anpens 2022 r.
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[Iporpamma nepepaboTaHa U IOMOJIHEHA B cOOTBeTCTBHH ¢ TpeboBarusmu OI'OC CI1O
[Tporpamma paccMmoTpena Ha 3acenanuu [IMK «KommbroTepHble ceTd 1 HHPOPMAIIMOHHBIE TEXHO-
JIOTUWY

npotokos Ne 11 ot «16» utons 2023 r.

ITporpaMma paccMOTpeHa Ha 3acelaHui y4eOHO-METOJUUECKOH KOMUCCUH LIEHTpa-KoJUIeIka
npukiaaaeix kpamdukanuii ®I'bOY BO Muuypunckuii [AY

npoTokoa Ne 11 ot «17» utonst 2023 r.

[Iporpamma ytBepxkaeHa Pemennem Y4eOHO-METOAMUECKOTO COBETA YHUBEPCUTETA
1poToKoa Nel0 ot «22» uronst 2023 1.

[Tporpamma nepepaboTaHa u JOMOJHEHA B COOTBETCTBUH ¢ TpeboBanusimu ®I'OC CIIO
[Iporpamma paccmotpena Ha 3acenanuu [IMK «KommbroTepHsie cetr u nHGOpPMAIIMOHHBIE TEXHO-
JIOTHUI

npoTokoa Ne 9 ot «16» anpens 2024 1.

[Tporpamma paccMoTpeHa Ha 3acelaHuu y4eOHO-METOUUYECKON KOMUCCHH LIEHTPa-KoJUIeKa
npukiaaaeix kBanudukanuii ®I'bOY BO Muuypunckuii AY

npoTtokoi Ne 9 ot «17» anpens 2024 r.

[Tporpamma ytBepxieHa Pemennem Y4eOHO-METOAMUECKOTO COBETa YHUBEPCUTETA
npoTokoi Ne§ ot «18» anpens 2024 r.

OpurunHain pomken xpanutses B [IMK «KommbroTepHble ceTH 1 HHPOPMAITMOHHBIC TEXHOJIOTHI
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